APPENDIX

The Appendix is structured as follows: Section A contains the
missing proofs, Section B contains the result of the applicability
of our techniques for Stackelberg games, Section C constains re-
sults about the sample complexity of standard SUQR, Section D
contains the weaker sample complexity bound result for the gen-
eralized SUQR model derived using the approach of Haussler and
Section E contains additional experiments.

A. PROOFS
Proof of Theorem 1

PROOF. First, Haussler uses the following pseudo metric p on
A that is defined using the loss function :

p(a> b) = MaXyey |l(y7 a) - l(y> b)l

To start with, relying on Haussler’s result, we show

a?m

Pr(Yh € 1|7 (2)—rn(p)| < %) >1- 40( H, p) ~SreaT

Choose @ = a'/4M and v = 2M in Theorem 9 of [14]. Us-
ing property (3) (Section 2.2, [14]) of d,, we obtain |r — s| < €
whenever d, (r, s) < . Using this directly in Theorem 9 of Haus-
sler [14] we obtain the desired result above.

Note the dependence of the above probability on m (the number
of samples), and compare it to the first pre-condition in the PAC

v2m

learning result. By equating 6/2 to 4C(c/48,H, p)e” 57607 , we
derive the sample complexity as

576 4
> log 8C(a/48,H, p)
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We wish to compute a bound on C(e, H, p) in order to use the
above result to obtain sample complexity. First, we prove that
p < 2le*1 for the loss function we use. This result is used to

bound C(e, H, p), since, it is readily verified from definition that
C(e,H,p) < C(e/2T,H,d; ). Such a bounding directly gives

2
L BTOM? | 8C(a/96T, M, p)
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Below we prove that p < 2T'd; .

LEMMA 8. Given the loss function defined above, we have
pla,b) < 2max;|a; — bi| <23, |ai — bi| < 2Td; (a,b)

PROOF. By definition, p(a,b) = max;| — a; + b; +
R DR 145 0 e
lOg W S max; |ai - b1| + ’10g W . There
is j and k such that maz, = % > &
ZZ: < Z;: for all 4. Thus,
. T-1 a;
log 1+ min,t < log 1+ EZT 11 e < log 1+ max,t
1+1¢ 14+ et 14t

where ¢t = ZT 11 ebi. The greatest positive value of the RHS is
logmaz, < |a; — b;| and least negative value possible for LHS is

log min, > —|ay — bk\. Thus,
1 T—1 _a;
|IOgM| < max |a; — b
1 + Zz 1 6 ¢
Hence, we obtain p(a,b) = max; |[l(yi,a) — I(y;,b)] <

2max; |a; — b;|, and the last inequality is trivial. []

Thus, using the above result we get
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Proof of Lemma 2

PROOF. First, note that ;7 = x; — xr lies between [—1, 1] due
to the constraints on z;, 7. Then, for any two functions g, g’ € G
we have the following result:

dLl(P,dl’l)(% 9/) =

1 T—1
j;dll(w

77 2 0= w)e: = an) dP@
/—Zw W) dP(x) = |(w — )|

Also, note that since the range of any g = w(x; —xr) is [- 5, 7]
and given z; — xr lies between [—1, 1], we can claim that w lies
between [— 2, 2] Thus, given the distance between functions is
bounded by the difference in weights, it enough to divide the M /2
range of the weights into intervals of size 2¢ and consider functions
at the boundaries. Hence the e-cover has at most M /4e functions.
The proof for constant valued functions J; is similar, since its
straightforward to see the distance between two functions in this
space is E\k}e S\i/iffference in the constant output. Also, the constants

lie in [—Z~, -], Then, the argument is same as the G case. [

(xi — 27),w (z; — x7)) dP(z)

M M

Proof of Lemma 3

PROOF. First, the space of functions H = {h/K | h € H;}
is Lipschitz with Lipschitz constant < 1 and |hi(z)| < M/2K.
Clearly N (e, Hi,di.,) < N(e/K,H,d;_). Using the following
result from [32]: for any Lipschitz real valued function space H
with constant 1, any positive integer s and any distance d

M(s+1)
2Ke

Then, we get the bound on N (e/K,H,d;_ ) by choosing s =
1 and d = d;,, and hence obtain the desired bound on

N(E,Hi,dzoo). 1

Proof of Lemma 4

N(E,'H,dlx)g(Q’V -‘4_1).(84_1)/\[(5“ .d)

PROOF. For ease of notation, we do the proof with k standing
for K + 1. LetY; = U; — 0.5, then |Y| < 1/2 and St — 0.57 =
>, Y;. Using Bernstein’s inequality with the fact that E[Y;?] =
1/12

—0.5¢2
eT/12+%/6

ZY Sp—0.5T < —t) <

Thus, P(Sr < 0.5T — t) < eT55775 . Take k = 0.5T — £, and
hence t = 0.57 — k = T(0.5 — k/T'). Hence,

—3T(0.5—k/T)2

P(Spr <k)<e 1-%/T
O

Proof of Theorem 3

PROOF. Given the results of Lemma 3, we get the sample com-
plexity is of order

1L/ 1
— (log 5+ T(N(F. X, d1,)))



Now, suing result of Lemma 4, we get the required order in the The-
orem. We wish to note that if /T is a constant then the O(e~T)
in Lemma 4 gets swamped by the 77 term. However, in practice
for fixed 7', this term does provide lower actual complexity bound
than what is indicated by the order. [

Proof of Lemma 5

PROOF. Observe that due to the definition of K™ any solution
to MinLip will have Lipschitz constant > K™. Thus, it suffices to
show that the Lipschitz constant of h; is K™, to prove that h; is a
solution of MinLip. Take any two z, z’. If the min in the expression
for h; occurs for the same j for both , 2’ then |h;(z) — hi(x')| is
given by K*|||z — 2?||1 — ||’ — 27||1|. By application of triangle
inequality

—lle = ||y < llz = 2|y = ||z’ — 2’ [} < [le —2'|x
Thus, |hi(z) — hi(2")] < K*||z — 2'||1.

For the other case when the min for x occurs at some j and min
for " at some j' we have the following: h;(z') = h;j + K*||2' —

xj/|\1 and hi(z) = hij + K*||lz — a7 [|1 . Also, due to the min,
hi(z') < hig + K7||2" = a?|[y = hi(2) + K*[la" — 2’[[s —
K*||z — 27 ||1. Thus, we get

hi(a") = hi(z) < K" (|2’ =2 ||y — [lz = 27 |l) < K7[]e’ — ]|y
Using the symmetric case inequality for = we get

hi(z) = hi(e") < K" (|lz =27 ||y = ||’ =27 |[1) < K™ ||z —'|x

Combining both these we can claim that |h;(z) — hi(z')| <
K*||z" — z||1. Thus, we have proved that h; is K* Lipschitz,
and hence a solution of MinLip. [

Proof of Lemma 6

PROOF. Let px be the marginal of p(z,y)
for space X. Define , the expected entropy
E[H ()] = S px (@) 3o, Iy=v,q7 () log ¢} (x) da.

Given the loss function, we know that 7,(p) =
— [p(x,y) o1, Iy=,; log ¢! (z) dx dy. This is same as
- pr ZiTzl Iy=ti q; \T ( ) ZiTzl Iy:ti log Qf(I) dx dy' This
reduces to — [ px () 3o, Iy—+,¢"(z) log ¢/ (z) dz dy. Thus,
we have

q; (z)
g/ (z)

dx dy

E[H(x)] + ru(p) 7/ Zly =, ¢ (z log

Hence, we obtain

E[H(2)] + rn(p) = EKL(¢" (2) || ¢" ()]
rh(p) — Tr+ (p)| is equal to
|E[KL(¢"(x) || ¢"(«))] = EKL(¢" (2) || 4" ()]

Thus, from the assumptions, we get E[KL(¢(z) || ¢" ()] < a+
€* with probability > 1 — §. Next, using Markov inequality, with
probability > 1 — §

Pr(KL(¢"(z) || 4" (2)) = (a+€)**) <

(a + 6*)1/3

that is using the notation A = (a+€*)'/?, with probability > 1—§

Pr(KL(¢"(2) || ¢"(2)) < A¥?) > 1 - A"

Using Pinkser’s inequality we get (1/2)||¢?(z) — ¢"(z)||? <
KL(¢"(z)||¢" (x)). Thatis, the event KL (¢ (& ) || ¢"(x)) < A3
implies the event ||g” () — ¢" (z)||1 < V2A. Thus, Pr(||¢? (z) —

@)l < V3A) > Pr(KL(¢"(s) || q"(x)) < A¥?). Thus,
we obtain: with probability > 1 — 6, Pr(||¢P(z) — ¢"(z)|1 <
V2A) > 1 - A.

O

Proof of Lemma 7
PROOF. We know that ¢/ (z) =

0). Thus,

chi (@)
—<£———— (assume h =
e hj (@) ( T( )

hj(x")
() — h(:c)ze ‘

g (z) — g ()] = ¢ (2)[e > @

Jhj)
Let r denote % There is ! and k such that max, =
i e

ehi(@") i) . L ehED RICH)
R > @ for all j and min, = SRy < S for all

J- Then, min, < r < maz, First, note that due to our assumption
that for each i |h;(z") — hi(z)] < K||z' — z||1, we have

— K|z’ — . K|z’ —
e [lz" —=z[[1 Smlnrg,r,gmaa%‘ge [lz" —z[]1

—R|l2'—ally <

Using the Lipschitzness we can also claim that e
ehi(@)—hi(") < eKll’—a|l1 Thus,

7 ’ . —h. ’ 7% ’_
e 2Kl =l o hi(@)=hi@) | o 2Kl —zlh

—2K ||z —z|1 2K ||z’ —z||1

Since, e < lande > 1 we have

hi(z)—h;(z") —2K||z’'—=||1 —1| |62RH9~“'*IH1 -1))
b

le r—1| < max(|e

Also, it is a fact that |e¥ — 1] < 1.5]y| for |y| < 3/4. Thus, we
obtain

| @)=y _ 1| < 3K||a — ||y for 2K |2’ — x|, < 3/4
Thus, |lg"(«") — ¢"(2)|h = 2 lgi(z) — qi(«)] =
S al @O ) < (5, g )8R o -
||1 for K|z’ — x| < 3/é Since 3, ¢/ (") = 1, we have

lld" (") = ¢" (@)|ls < 3K|l2’ — z||s for ||’ — z||, < 3/8K

In other words q" is locally 3K -Lipschitz for every [; norm ball
of size 3/8K. The following allows us to prove global Lipschitz-
ness.

LEMMA 9. Any locally L-Lipschitz function f for every l, ball
of size do on a compact convex set X C R"™ is Lipschitz on the set
X. The Lipschitz constant is also L.

PROOF. Take any two points z,y € X, the straight line joining
xz,y lies in X (as X is convex). Also, a finite number of balls
of size dp cover X (due to compactness). Thus, there are finitely
many points £ = z1,...,2, = y on the line from z, y such that
di, (2, zi+1) < do. Further, since these points lie on a straight line
we have

dlp (m, y) = Z‘f_l dlp (Zi, Z¢+1)

Then, let any metric d be used to measure distance in the range
space of f, thus, we get

d(f(z), f(y)) <4 Hd(f(z), f(zit))
< ST Ldy, (20, zig)

= Ldi,(z,y)



Since in our case the defender mixed strategy space is compact and
convex and ¢"(z) satisfies the above lemma with L = 3K and
8o = 3/8K, ¢"(x) is 3K -Lipschitz.

Proof of Theorem 4

PROOF. Coupled with the guarantee that with prob. > 1 — 4,
Pr(||¢”(z)—q"(2)]]1 < v2A) > 1—A, the assumptions guaran-
tee that with prob. > 1 — ¢ for the learned hypothesis h there must
exista 2’ € B(z*,€) such that ||¢7 (z) — ¢"(2))|]1 < v2A and
there must exist ©”/ € B(&, ¢) such that ||¢” (z”) — ¢"(2")||: <
V2A.

First, for notational ease let v denote V2A. The following are
immediate using triangle inequality, with the results ||¢”(z) —
q"(z")||1 < vand||¢?(z") —¢"(z")||1 < v and the Lipschitzness
assumptions

llg"(2") = ¢"(2")|ls < Ke+~ (optz”)
14”(@) — ¢"(")Il1 < 3Ke+~ (opti)

We call #7Uq"(z) > «'"Uq"(z') as equation opth. Thus, we
bound the utility loss as following

v UG (a%) — 7 Ug?()
=2 TUgP(a") = 3" Uq" (%) + 7T Uq" (%) — &7 Up(y/7)
<z U (a*) — 2T U¢" () + ' U¢" (%) — 2" Uply/Z)
using opth
— (@ — ) U (") + 2 TU(P (") - ¢" @)+
#FU"(7) — 27U (7)
<e+ (Ke+7)+3TUq"(2) — 37U ()
using z’ € B(z*, €), optz*
((K + e +9) + 3" U(q"(7) -
UG ") - 0 (3)
<(K+1e+v+6Ke+y
using "/ € B(&, €) with Lipschitz ¢", optZ

q"(a")+

O

B. EXTENSION TO
GAMES

Our technique extends to Stackelberg games by noting that the
single resource case K = 1 with T"—1 targets gives ZiT;ll z; < 1.
This directly maps to a probability distribution over 7" actions. The
z;’swithzr =1 —ZiT;f x; is the probability of playing an action.
With this set-up now the security game is a standard Stackelberg
game, but where the leader has 7" actions and follower has 7' — 1
actions.

Thus, in order to capture the general Stakelberg game, for the ad-
versary, we assume [V actions for the adversary (instead of 7' — 1
above). Then, similar to security games qi,...,qn denotes the
adversary’s probability of playing an action. Thus, the function A
now outputs vectors of size N — 1 (instead of O(T)), i.e., A is a
subset of N — 1 dimensional Euclidean space. The model of secu-
rity game in the PAC framework extends as is to this Stackelberg
setup, just with ~A(z) and A being N — 1 dimensional. The rest of
the analysis proceeds exactly as for security games for both para-
metric and non-parametric case, by replacing the 7" corresponding
to the adversary’s action space by N. Since, the proof technique is
exactly same, we just state the final results. Thus, for a Stackelberg
game with 7" leader actions and N follower actions, the bound for
Theorem 1 becomes

576> log 8C(ar/96N, H, dp-)

a? 0

STACKELBERG

It can be seen from the proof for the parametric part that the sample
complexity does not depend on the dimensionality of X, but only
on the dimensionality of A. Hence, the sample complexity results
from generalized SUQR parametric case is
1 1
(@] (E (log 5
and for the non-parametric case, which depends on both dimen-
sionality of X and 7', the sample complexity is

+ N log %))

1 1 T+1
Oz llog 5+ =277)

C. ANALYSIS OF STANDARD SUQR

FORM
For SUQR the rewards and penalties are given and fixed. Let
the rewards be given and fixed » = (r1,...,rr) (each r; €
[0, "max], "max > 0), and the penalty values are p = (p1,...,pr)
(each p; € [0, pmin], Pmin < 0). Thus, the output of h is
h(z) =

(wiz1T + woriT + W3pPiT, - - -,
WILT-1T + W2rT—1T + W3PT—17T)

where ;7 = 7r; — rr and same for p;7. Note that in the above
formulation all the component functions h; () have same weights.
We can consider the function space H as the following direct-sum

semi-free product G & F ® € = {{(¢q1» + f1 + e1,...,97—1 +
fr-i + er—1) | {g1,....97—1) € G, (f1,...,fr-1) €
F,{e1,...,er—1) € &}, where each of G,F, & is de-
fined below. G = {{(¢91,.--,97-1) | (91,--.,97-1) €

x;:Gi, all g; have same weight} where G; has functions of

the form wx;,7. F = {<f17---7fT—1> | <f1,.4.7fT71> S
x ;Fi, all f; have same weight} where Fi has
constant valued functions of the form wWryT.
E = {<61,...76T_1> | <€1,-..,€T—1> S

x;&;, all e; have same weight} where &; has constant valued
functions of the form wp;r.

Consider an ¢/3-cover U, for &, an €/3-cover Uy for F and
€/3-cover U, for G. We claim that U. x Uy x Uy is an e-cover for
€ @& F & G. Thus, the size of the e-cover for £ F @ G is bounded
by |Ue||U¢||Ug|. Thus,

N(Ev Ha dl}) S N(E/?’? g7 dl} )N(E/g‘? ]:7 dl} )N(G/?), 57 dl})
Taking sup over P we get
C(Ev H7 dl}) S 6(6/37 g7 dli )0(6/37 ]:a dl} )0(6/37 83 dl})

Now, we show that U. x Uy x Uy is an e-cover for H = EOF BG
Fixanyh € H =& F d G. Then, h = e + f + g for some
ec& feF,gegG. Lete € Ucbee/3closetoe, f' € Uy be
€/3 close to f and g’ € U, be €/3 close to g.

Then,

dLl(P,df1 ) (h’7 h/)

_ /X %Zdhmi(mm;(x)) dP(x)

k
< [ 3 dulola)siia)

=1
i, (Fi(a), £1(2)) + i, (ea(e), (@) dP@)
= dLl(P,dl-l)(gvg )+ dLl(P,dl-l)(fa )+ dLl(P,dl-l)(ev e')
<e
Similar to Lemma 2, it is possible to show that for any probabil-
ity distribution P, for any function g,¢" dj; (g,9") < |w — ']



and £,/ diy(f.f) < |w — w|rmee and e, dp;(e,¢)) <
|w — w'||[pmin|. Assume each of the functions have a range
[-M/6,M/6] (this does not affect the order in terms of M).
Given, these ranges w for g can take values in [—M /6, M /6], w
for g can take values in [—M /67maz, M /6Tmaz] and w for g can
take values in [—M/6|pmin|, M/6|pmin|]. To get a capacity of
€/3 it is enough to divide the respective w range into intervals of
2¢/3, and consider the boundaries. This yields an €/3-capacity of
M/2e, M /2€rmasz and M /2€|pmin| for G, F and € respectively.
Thus,

1

Tmax |pmzn ‘

Cle,H,d;;) < (M/2€)°

Plugging this in sample complexity from Theorem 1 we get the
results that the sample complexity is

1

T

1

D. ALTERNATE PROOF FOR GENERAL-
IZED SUQR SAMPLE COMPLEXITY

As discussed in the main paper we use the function space H’
with each component function space H; given by w;z;r + cir.
Then, we can directly use Equation 2. We still need to bound
C(e,H},d;,). For this, we note the set of functions w;z;r + ¢
has two free parameters w; and c;, thus, this function space is a
subset of the vector space of functions of dimension two (two val-
ues needs to represent each function). Using the pseudo-dimension
technique [14] we know that for psuedo-dimension d of function
space H; we get

Cle, i) < 2(“H 10 “X
Also, we know [14] that pseudo-dimension is equal to the vector
space dimension if the function class is a subset of a vector space.
Therefore, for our case d = 2. Therefore, using Equation 2 we get

Cle, H',dy,) < 2T(— log —

Plugging this result in Theorem 1 we get the sample complexity of
1 1 T T
O((E) (log(g) + Tlog(a log E)))

E. EXPERIMENTAL RESULTS

Here we provide additional experimental results on the Uganda,
AMT and simulated datasets. The AMT dataset consisted of 32
unique mixed strategies, 16 of which were deployed for one pay-
off structure and the remaining 16 for another. In the main paper,
we provided results on AMT data for payoff structure 1. Here, in
Figs. 2(a) and 2(b), we show results on the AMT data for both the
parametric (SUQR) and NPL learning settings on payoff structure
2.

For running experiments on simulated data, we used the same
mixed strategies and features as for the AMT data, but simulated
attacks, first using the actual SUQR model and then using a mod-
ified form of the SUQR model. Figs. 2(c) and 2(d) show re-
sults on simulated data on payoff structures 1 and 2 for the para-
metric cases, when the data is generated by an adversary with an
SUQR model with true weight vector reported in Nguyen et. al [26]
((wl, w2, ’wg) = (7985, 0377 015) (Ci = szi =+ wJPZ)) Slm-
ilar results for the NPL model are shown in Figs. 2(e) and 2(f) re-
spectively. We can see that the NPL approach performs poorly with
only one or five samples as expectied but improves significantly as

more samples are added. To further show its potential, we modified
the true adversary model of generating attacks from SUQR to the

following: ¢; o e“’lxlz'*'c'i, i.e., instead of x;, the adversary rea-
sons based on z?. We considered the same true weight vector to
simulate attacks. Then, we observe in Figs. 2(g) (for payoff struc-
ture 1) and 2(h) (for payoff structure 2 data), that o approaches a
value closer to zero for 500 or more sample. Also, the NPL model
performs better than the parametric model with 500 or more sam-
ples. This shows that the NPL approach is more accurate when the
true adversary does not satisfy the simple parametric logistic form,
indicating that when we don’t know the true function of the adver-
sary’s decision making process, adopting a non-parametric method
to learn the adversary’s behavior is more effective.
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Figure 2: Results on Uganda, AMT and simulated datasets for the parametric and non-parametric cases respectively.



